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User Guide for Accessing G.Partners

Overview

As a valued external partner to Gilead and Kite, you can access selected resources, including G.Partners, our document-
based collaboration platform on SharePoint. The guide is designed to assist users in logging on to G.Partners and
authenticating their credentials.

If you have any questions or problems, please contact: SSO_Support@gilead.com. Your Gilead sponsor can also assist you
if needed.

Topics covered in this guide include:
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Part A: Starting the G.Partners Access Process

The sequence of obtaining access to any G.Partners location begins with an email notification, inviting you to
collaborate on a site that has been shared with you, or by visiting a site you have bookmarked.

Note: To complete this process, you will need your mobile phone and a desktop or laptop computer. Please use one of
these browsers for best performance:

¢ Incognito window in Chrome

e InPrivate window in Edge

(Contractor) is inviting you to collaborate on Immunotherapy Collaboration
“ ©Q B & & & ~ -
Fri 1/6/2023 11:08 AM

Here's the site that (Contractor) shared with you.

Got

Follow this

Immunotherapy Collaboration c

€\ Reply 4\ Reply all ? Forward

An email, similar to the image above, will contain a link to the G.Partners site.

1. Click the link provided in the email. (Or visit a site you have already bookmarked.)
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@) GILEAD

Sign in

f
e ext_jdoe@partners.gilead.com
\

Can't access your account?

Q Sign-in options

© [ m=m]

This Sign in page will appear.

2. Enter your existing G.Partners username (e.g.,

ext_jdoe@partners.gilead.com).
3. Click Next.

On the next screen, you will be prompted to

enter your existing Gilead password.

) GILEAD

Gilead

Email Address

john,doe@ynursorg.com| | &4

|| rRemember Me

Need Help Signing In ?
Gilead Privacy Policy

A second login page will appear.

4.

Enter your organization’s email, such as
johndoe@yourorg.com. (Users created before
Mar. 3, 2023 previously used their G.Partners
username to log in.)

Click Next.

When finished, click Verify.

@) GILEAD

ook ok

Verify with your password

@ johndoe@partners.gilead.com

Password

e

Back to sign in
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Part B: Setting up Multifactor Authentication

After you have completed the initial set up process, you will need to selecta
new method to authenticate your credentials. You are choosing how you
want to receive your authentication code every time you access G.Partners
There are two Multifactor Authentication options to choose from. Click on
your preferred option for instructions on how to register.

i Okta Verify

ii. Phone

Note: We recommend choosing Okta Verify because it provides strongest
authentication.

) GILEAD

Set up security methods

Set up required

0 Okcta Verify
Satup
\. Phone
Verify with a code sent to your phone

Used for access

setup
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Part B1: First Login to G.Partners—Okta Verify option

(/) GILEAD
1. Upon selecting Okta Verify from the setup page,
0 QR code is displayed on the desktop as shown in
the screenshot above.
e 2. Download the Okta Verify Mobile Application on

® john.doe@pactnecs.glead.com your Mobile Phone as provided in the instructions

on the screen shown above.
1. On your mobile device, download the Okta
Verify app from the App Store (iPhone and
Pad) or Google Play (Android devices)

2. Open the app and follow the instructions to 3. Once Completed, navigate to the Okta Verlfy

add your account Mobile Application.

3. When prompted, tap Scan a QR code, then
scan the QR code below:

Can't scan?

Return to authenticator list

Back to sign in

Note: If you change your mind, click on the "Return to authenticator list" link to choose a different authentication option.
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Add Account

Choose Account Type
Okta Verify

the nt o wold like

oklahoma state football

old navy
ok

@ oka
@ okok

Settings Searchin App B

~\ _

ql [wi tell il BeY By [l B
all ks icl B e (il NN ks b
< B BO G A R e Y <

123 space go

© ¢

4. Open the Okta Verify Mobile Application. 5. On the next screen, select “Organization”
from the Account Type options.

Add Account Okta Verify

Add Account from Do You Have Your QR Code?
Another Device?

Add Account from Another D

6. Click Add Account from Another Device. 7. The Okta Verify app will then ask you for a QR
code. Click the “Scan QR Code” button.
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() GILEAD

)

Set up Okta Verify

Return to your desktop browser and scan the
QR code

Okta Verify

Account Added

Return to y = instructions to

Important: Ke iz & installed on your

o | need it ta sign in.

9. Click on Done

Okta Verify

Enable Face ID or
Passcode Confirmation?

Lr Face

8. Once it has been successfully scanned, Enable
Face ID Biometrics on Okta Verify..

Q GILEAD

%

Set up security methods

a8 john.doe@partners gilead.com

Security methads help protect your gilead
account by ensuring only you have access

Set up optional

\. Phone

Verify wi

Used for

a code sent to your phone

Set up

[ o |

Back to sign in

10. Return to your desktop browser and click on
Continue to proceed.
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=- Microsoft
ext_jdoe@partners.gilead.com
Stay signed in?

Do this to reduce the number of times you are asked

to sign ir

Don't show this again o
No

11. Next, you’ll be asked if you want to stay
signed in. Click Yes or No.

.‘

Immunotherapy Collaboration

Immunotherapy Collaboration

G.Partners

This is a test example of a G.Partners site. Every site varies in appearance and resources.

After successfully installing the Okta Verify app and authenticating your access to the Gilead network, you can now
access the resources on G.Partners available via your partner account.
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Part B2: First login to G.Partners—SMS (text) option

This section will cover the process of authenticating your account using the SMS (text) option.

) GILEAD

y ,
f 3
|| ]
! I
" ) GILEAD
Sat up phone authentication l/f--- - ,\\
iz John.doe@partners.gilead.com [ \
[ |
\ |
Enter your phone number to receive a \"\__ _,/r
verlfication code via SMS. T
Sat up phone authentication
# SMS -
- _ = johin.dosEpartrers.gllead.com
() Wolce call
Country/region A code was sent to your phone . Enter the

code below to verify.
o messaging Charges B
FRazaz
-. . | -
Recaive a code via SMS e

Back 1a signin

After selecting the SMS Authentication option
on authentication page as in the screen shown

above

1. Choose your country if you have a non U.S

number. 4. On the next screen, enter the code that was texted
2. Enter your mobile phone number to you on your Mobile Phone.

3. Then click Receive a code via SMS 5. Click Verify
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() GILEAD
B Microsoft

Set up security methods johin, doeEpariners.glead com

@ john.doe@partners.giead.com
Sacurity methods help protect your gilead Stay Slgned I n?
aceount by ensuring only you have access.

Set up optional Do this to reduce the number of times you are askedg

" tA C1an n
e Okta Verify 10 sign |
Okta Verify is an authenticator app,
nstalled on your phoene or computer,

used to prove your identity _'_1_ on't show this -JL-iﬂ n o
Used for access
Setup

o .

Back to signin

6. Once verified, you will get a screen 7. Next, you'll be asked if you want to stay signed in. Click
as above. Click on Continue. Yes or No

registration process.

.

Immunotherapy Collaboration ’

G.Partners

Immunotherapy Collaboration

This is a test example of a G.Partners site. Every site varies in appearance and resources.

Now that you have successfully authenticated using the SMS option, you can now access the resources on G.Partners
available via your partner account.

10
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Part B3: First login to G.Partners—Voice Call option

This section will cover the process of authenticating your account using the Voice Call option.

@J GILEAD ) GILEAD
‘e )

(\\./) ®|

Set up phone authentication

) Set up phone authentication
@ john.doe@partners.gilead.com

@ john.doe@partners.gilead.com

Enter your phone number to receive a

verification code via voice call. Calling your phone . Enter the code below to

verify.

J SMS Carrier messaging charges may apply

® Voice call

Enter Code

Country/region l 74782 ‘ o

United States v

. __
_ |
e — o
o +1 | @~

Return to authenticator list

Back to sian in

Receive a code via voice call

R rn authentics li

Back to sign in

After selecting the Voice Call option on the 4. On the next screen, enter the code you were

authentication page, this screen will appear. called with.
5. Click Verify.

1. Choose your country if you have a non-U.S
number.

2. Enter your mobile phone number.
3. Click Receive a code via voice call.

11
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@) GILEAD

Set up security methods

@ john.doe @partners.giead,com

Saecurity methods halp protect your Qilead
account by ensuring enly you have access.

Set up optional

e Okta Verify
Okta Verify is an authenticator app,
nstalled on your phone or computer,
used o prove your identity
Used for access

Setup

Back to signin

6. Once verified, screen is 7.

displayed as above.

BT Microsoft
john.doe@pariners.gilead cam
Stay signed in?

Do this to reduce the number of imes you are asked

to s1an In

Don't show this again o
m

Next, you'll be asked if you want to stay signed in. Click Yes or
No.

‘H

immunotherapy Collaboration ’

G.Partners

Immunotherapy Collaboration

This is a test example of a G.Partners site. Every site varies in appearance and resources.

Now that you have successfully authenticated using the Voice Call option, you can now access the resources on

G.Partners available via your partner account.

12
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Part C: Accessing G.Partners After Setting up Authentication

Now that you have successfully registered, verified and authenticated your access to G.Partners, it’s time to
look at what happens the next time you want to access G.Partners.

You can access G.Partners from your desktop, laptop, phone, or tablet. Again, we recommend the following for best
performance:

*  Incognito window in Chrome
*  InPrivate window in Edge
The steps below apply to all subsequent logins after registration.

(Contractor) is inviting you to collaborate on Immunotherapy Collaboration
“ \'j m & « & ~ s
1/6/2023 11:08 AM

Here's the site that (Contractor) shared with you.

Immunotherapy Collaboration [0

Follow this site to get updates In your newsteed.

“\ Reply “\ Reply all ~? Forward

1. Partner receives an email from their Gilead sponsor and clicks on the link to G.Partners or visits a
site they have bookmarked.

13
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G ciend

Sign in

e ext_jdoe@partners.gilead.com

Can't access your account?

e Next

Q Sign-in options

This sign in page will appear. Enter your existing
G.Partners username (e.g.,
ext_jdoe@partners.gilead.com).

Click Next.

() GILEAD

Gilead

Email Address

john.doe@yoursorg.com| &4

|| Remember Me

Need Help Signing_In ?
Gilead Privacy Policy

4. Enter your organization’s email, such as
johndoe@yourorg.com. (Previously, you used your
G.Partners username to log in.)

5. Click Next.

14
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() GILEAD

*kkkxk

Verify with your password

Password

secccccsscee © ‘

=]

Back to sign in

6. Inthe next screen, enter your Gilead
password and click Sign In.

15
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Part D: Accessing G.Partners After Registration

Depending on which option you chose when registering for authentication, follow one of the steps below to
continue.

Okta Verify SMS Authentication Voice Call Authentication

) GILEAD ) GILEAD

) GILEAD R R
e Verify with your phone Verify with your phone

Enter a code

&)

Enter code from Okta Verify app Enter Code Enter Code

Back 1o slg

If you are registered with Okta  If you are registered with Phone If you are registered with Phone SMS
Verify, the screen above will SMS Authentication, you will be Authentication, you will be displayed
appear. displayed a screen prompting to a screen prompting to select one of

select one of the option, Receive a the option, Receive a code via SMS or

Enter the code from your Okta  code via SMS or Receive a voice call  Receive a voice call instead.
Verify App and click on verify. instead.

Click on Receive a code via Voice.

Click on Receive a code via SMS.
Enter the code received via Phone

Enter the code texted on the voice call. Click on Verify.
phone. Click on Verify.

16
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G i Partne rs Immunotherapy Collaboration ’ T
Immunotherapy Collaboration

This is a test example of a G.Partners site. Every site varies in appearance and resources.

Regardless of the method you choose, once you have verified your account, you can access the resources on
G.Partners available to your partner account.

17
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Part E: Resetting Your Authentication Method

) GILEAD

Gilead

Email Address

johndoe@partners.gilead.com

Remember me

Meed help signing in?

Visit gsso.gilead.com on your browser
to access the Okta Dashboard.

) GILEAD

ok ok

Verify with your passwerd

& johndoe@partners.gilead.com

Password

Ig GILEAD

O

Enter a code

(@ ext_SQAtestuser? @partners.gilead.com

Enter code from Okta Verify app

3. Enter your Gilead Password.
4. Click Verify.

5. Authenticate using your current
authentication option.

Note: In this example, because we registered using Okta Verify
the next step is to enter the verification code provided by Okta.
This final screen will be different if you selected Phone option.

) GILEAD

A My Apps

Enterpnse Applications

Research, Dovelooment

A Personal Information
Commercial

My Apps

+ Security Methods

7 £t Profie

6. After you have successfully logged into your Okta Dashboard, click on the factor to be removed or click on Edit
Profile. Go to Settings-->Edit Profile. Enter password for verification. Then, scroll down and find Security

Methods.

18
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7.

@) GILEAD

ok ok

Verify with your password

® john.doe @partners.gilead.com

Password

< Back to Settings

Enter your password and click on Verify.
v Security Methods
Ofkta Verify et ugp another
Phone up another
+91 XXX X5ET2 R
End All Sessions
Sign
9. Click on Remove beside Okta Verify.

@) GILEAD

o=

Verify with your phone

end a code via SMS to +91 XXXXX X5672

Receive a code via SMS

< Back to Settings

8.

Click on Receive a code via SMS.

19
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Voice Call Authentication Set v Extra Verification
Extra verification increase I nt security when signing in t

Oka Verity Set up

SMS Authentication Setup

Voice Call Authentication Setup

10. A confirmation box appears whether you want to proceed with removal of Okta Verify. Click on Yes to confirm.

11. Once done, a success message is displayed towards the bottom of your screen “You have successfully removed Okta
Verify”.

12. You will be able to start the enrollment process again by clicking appropriate Set up button next to factor you wish
to re-enroll.

Note: Refer to Section B in this guide to set up your new method of authentication.

Note: You can change your method of authentication any time you choose. We recommend Okta Verify for the
strongest security.

©2023 Gilead Sciences, Inc. All rights reserved.
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